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Abstract

TheXenvirtual machinemonitorallows multiple operating
systemgo executeconcurrentlyon commodityx86 hard-
ware,providing asolutionfor senerconsolidatiorandutil-

ity computing. In our initial design,Xen itself contained
device-driver codeandprovided safesharedvirtual device

access.In this paperwe presentour new SafeHardware

Interface an isolation architectureusedwithin the latest
releaseof Xen which allows unmodi ed device driversto

be sharedacrosdsolatedoperatingsystemnstancesyhile

protectingindividual OSs,andthe systemasawhole,from

driver failure.

1 Intr oduction

We have recentlydevelopedXen [1], anx86-basedirtual
machinemanagerspeci cally targeting two utility-based
computingervironments:

1. organizationalcompute/datacenters,where a large
clusterof physicalmachinesnaybesharedacrosdif-
ferentadministratve units;and

2. global-scale compute utilities, such as our own
XenoSerers [2] initiative, in which completelyun-
relatedcustomeramnay leasea set of distributed re-
sourcedo deplgy their own services.

In both of thesesituations Xen mustprovide reliable exe-
cutionof OSinstanceshardisolation,andaccountingand
managemerfor theunderlyingphysicalresources.

This paperfocuseson our work addressinglependability
oncommodityhardwareby isolatingdevice driver codeyet

retainingthe ability to sharedevicesacrossOS instances.

Device driversarewell known to beamajorsourceof bugs
and systemfailures,andthe sharing of devicesraisesthe
stalesof driver dependabilitydrastically Thewide variety
of hardwareavailablefor PCsandthedesireto sharedevice
accesdhasled us to an architecturein which we execute
unmodi ed device driversin isolated“driver domains”:in

essencegriver-speci ¢ virtual machines.
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To achieve this robustly, we have developeda SafeHard-
ware Interface which allows the containmentof practi-
cally all driver failuresby limiting the driver's accesgo
the speci ¢ hardware resource{memory interrupts,and
I/0 ports) necessaryor its operation. Our model, which
placesdevice driversin separatevirtual OSinstancespro-
videstwo principalbene ts: First, driversareisolatedfrom
therestof the system;they may crashor be intentionally
restartedvith minimalimpacton runningOSes.Seconda
uni ed interfaceto eachdriver meangsthatdriversmay be
safely sharedacrossmary OSesat once,andthatonly a
singlelow-level driver implementatioris requiredto sup-
portdifferentparavirtualizedoperatingsystems.

While generalapproachego partitioning and protecting
systemsfor reliability have beenexplored over the past
thirty years,they often dependon speci ¢ hardware sup-
port [3], or are unconcernedvith enterprise-clasperfor
manceand dependability[4, 5]. Our work addressethe
problemof ensuringthereliability of shareddevice drivers
for enterpriseserviceson the PC architecturewithout re-
quiring specializechardwaresupport.

2 RelatedWork

ThecurrentPCI/O architecturgpresenta multifacetedset
of challengingproblems.This sectionattemptso summa-
rize the greatbreadthof previous work that hasattempted
to tackleindividual aspect®f the problem.We have dravn
onmary of theseeffortsin ourown researchTherearetwo
broadclasse®f work relatedto ourown. Firstis alargeset
of efforts bothin systemssoftwareandhardware develop-
menttoward safeisolation. Secondare attemptsto better
structureheinterfacesbetweerdevicesandtheir software,
andthe OSsandapplicationghey interactwith.

2.1 Safelsolation

Researcherbave long beenconcernedvith the inclusion
of extensioncodein operatingsystems. Extensibleoper
ating systemd6, 7] exploreda broadrangeof approaches



to supportthe incorporationof foreign, possiblyuntrusted
codein anexisting OS. Swift et al [4] leveragethe experi-
encesof extensibility, particularlythat of interposition,to
improve thereliability of Linux device drivers.While their
work claimsanimprovementin systenreliability it demon-
strategherisk of a narrav focus: their approactsacri ces
performanceadrasticallyin an attemptto add dependabil-
ity without modifying the existing OS. By addressinghe
larger architecturalproblemand not xating on a single
OS instance we provide higher performanceand solve a
broadersetof issueswhile still remainingcompatiblewith
existing systems.

Our implementationpresentedn Section4, usesa virtu-
alizationlayerto achieve isolationbetweerdriversandthe
OS (or OSs)thatusethem. Providing a low-level systems
layer thatis principally responsiblgor managingdevices
wasinitially exploredin Nemesig8] andtheExokernel[9].
Ourwork re nestheseapproacheby applyingthemto ex-
isting systems Additionally, Whitaker et al [10] speculate
asto the potentialusesof a virtualizedapproactto system
compositiondrawing stronglyon earlymicrokernelefforts
in Mach[11] amongotherg[12, 13]. Ourwork representa
realizationof theseideas,demonstratinghatisolationcan
beprovidedwith a surprisinglylow performanceverhead.

Commercialofferingsfor virtualization, suchasVMware
ESX Sener [14], allow separateOSsto sharedevices.

While we have previously demonstratedl] that our ap-

proachto virtualization provides higher performancethis

work movesto focus speci cally on additional concerns
suchas driver dependability;our implementationis now

notonly fasterbut alsoaccommodatesstrictly higherlevel

of driver dependability

Several research efforts have investigated hardware-
assistedapproacheso providing isolationon the PC plat-

form. The Recwery-OrientedComputing[15] project,
whosegoalsare similar to our own, have usedhardware
for systemdiagnostic416], but deferto “standardnecha-
nisms' for isolation. Intel's SoftSDV [17], which is a de-
velopmentervironmentfor operatingsystemssupporting
thelA-64 instructionset,usesPCl riser cardsto proxy I/O

requests.While their concernis in mappingdevice inter-

ruptsandDMA into the simulated64-bit ervironment,the
sameapproachcould be usedto provide device isolation.
Intel hasalsoannouncedhattheir new LaGrandearchitec-
ture[18] will protectmemoryfrom device DMA.

2.2 Better Interfaces

Our goal of providing more rigid OS—deice interfaces
is hardly new. Most notably corporateefforts such as
UDI [19] have attemptedo dojustthis. Therearetwo key
limitationsof UDI thatwe directly addressFirstly, we en-
forceisolationwhereadJDI-compliantdriversstill execute
in thesameprotectiondomainasthe operatingsystemand
thusthereis no mitigation of the risks posedby erroneous
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drivers. Secondly our externalperspectie avoidsthetrap
to which vendorconsortiumssuchas UDI often fall vic-

tim: thatof “interfaceunioning'. Ratherthanproviding the
aggregate interfacepresentin all existing drivers, we set-
tle on a narraver, idealizedinterface. While we provide

mechanismgo directly (and safely) exposethe hardware
shouldour interfacebetoo constrictve, we have not found
thisto bea problemin our experiencesvith alargenumber
of network andstoragedevices—mostrelevantfor sener

classmachines—andeveral OSs.

Novel OS architecturediave long struggledwith a lack of
device driver support. The vast numberof available de-
viceshascompoundedhis problem,makingthe adoption
of an existing driver interfaceattractive for edgling sys-
tems.MicrokernelsystemssuchasFluke [20] andL4 [21]
have investigated wrapping Linux device driversin cus-
tomizedinterfaces[22, 23]. Althoughthe structureof our
architecturds not entirely unlike a microkernel,our intent
is to solve the driver interfaceissuefor all operatingsys-
temson the PC architectureratherthanmake a small set
of existing driverswork for a singleexperimentalOS.

Perhapsmost closely relatedto our work are recentat-
temptsby researcherto usea microkernelapproacho al-
low the reuseof unmodi ed device drivers within newer
operatingsystemg24, 25]. We arelessconcernedvith us-
ing legagy driversin modernoperatingsystemshanwith
providing sharedaccesso isolateddevice drivers.

3 Design

This sectionpresentghe high-level designissueghathave
driven our work. We begin by discussingthe issuesin-
volved in achiezing isolation betweenvirtualized OS in-
stancesgdevice driver code,and physical devices. In the
seconchalf of this sectionwe go onto discusslesigncon-
cernsfor uni ed interfaces.

As illustratedby Figurel, our architectureeompriseghree
parts. Firstly, we introducel/O Spacesvhich arrangethat
devicesperformtheirwork in isolationfrom therestof the



Requirement1: Driver Isolation

Memory: executein logical faultdomain

CPU: schedulgo preventexcessie consumption
Privilege: limit accesgo instructionset
Requirement2: Driver! Device lsolation

I/O Registers:  restrictaccesdo permittedranges
Interrupts: allow to mask/recaie only device's interrupt

Requirement3: Device Isolation

Memory: preventDMA to arbitraryhostmemory
OtherDevices: preventaccesdo arbitraryotherdevices

Tablel: Requirement$or SafeHardware

system.Thisincreaseseliability by restrictingthe possible
harmin icted by devicefaults.Secondlywe de ne asetof

perclassuni ed interfacesthatareimplementedy all de-
vicesof a particulartype. This providesdriver portability;

avoidingtheneedo reimplementdenticalfunctionalityfor

arangeof differentOSinterfaces Finally, our device man-
agerprovidesa consistentontol and managementinter

facefor all devices, simplifying systemcon guration and
diagnosisandtreatmenbf device problems.

3.1 Isolation

Onereasonfor the catastrophiceffect of driver failure on
systemstability is the total lack of isolationthat penades
device interactionson commoditysystemsTheissueghat
mustbe addressedo achieve full isolationareoutlinedin
Tablel. Theconcernsaredividedinto threerequirements:
isolatingthe executionof driver codefrom othersoftware
componentsensuringthatdriversmay only accesghe de-
vice they manageandenforcingsafedevice behaior.

Previous attemptsat driver isolation[4] have placeddriver
codein a separatdogical fault domain,essentiallyprovid-
ing virtual memoryprotectionbetweenthe driver andthe
restof the system.However, thisis only a partial solution
asit primarily protectsmemory; a logical isolation layer
mustbeusedto provide isolationof schedulingandaccess
to privilegedinstructions.

Theimplementatiorthatwe presentn Sectiord usesavir-
tual machinemonitor (VMM) to achieve the requirediog-
ical isolationbetweerdriver andOS code,asidenti ed by
Requirementl in Tablel. By trackingandretainingfull
control of eachdriver's CPU andmemoryuse,the VMM
providesisolation guaranteesnalogougo an OS andits
applicationprocesses.For example,if a faulty driver at-
temptsto write to a memorylocationoutsideits heap,the
damageis containedto the VM that the driver is execut-
ing within. Furthermorepy containingdriver and OS in
an isolatedvirtual machine,misbehaing drivers may be
restartedvith aminimalimpacton therestof the system.
The completeisolation of device accesss a fundamental

problemon the x86 architecture which provides no spe-
ci ¢ hardwaresupporto limit accesso speci ¢ devices,or

to limit device accesgo systemmemory Over the course
of our designandimplementationwe have developedthe
notion of an /O Spaceto describethe underlyingmecha-
nismrequiredto achievze completeisolation. An I/O Space
is a vertical protectiondomainthat can be assigneca set
of physicalresourcegor a speci ¢ device anddriver inter
action,including memory device registers,andinterrupts.
Theintentof an 1/O Spaceis to make the setof accesses
betweena driver (or ideally even a speci c client) anda
physicaldevice a rst-class entity onthesystem.

A completerealizationof our I/O Spaceswould require
chipsetsupport,in that they would addresshe concerns
outlined in Requirement3 above. Providing protection
against malicious or erroneousdevice DMA, and arbi-
trating device accessto sharedbusessimply cannotbe
achiezedwithout hardwaresupport.

However, asthe implementationthat we presentin Sec-
tion 4 usesvirtualization,we have beenableto addresshe

physical isolation problemsof host-to-dgice accessRe-

quirement2 above, by implementingwithin the VMM the

I/0-Spacefunctionality of a next-generationchipset. We

believe thattheisolationwe have achievedis the strongest
possiblewithout hardware modi cations. Although our

currentimplementationcannotprotectagainst unsafede-

viceDMA, we describeéheminormodi cationsthatwould

be necessaryo take advantageof a safeDMA controller

Emeging hardware research[16, 17, 18] indicatesthat

thesehardware improvementsmay soon be incorporated
into the PC platform.

3.2 Unied Interfaces

Although the PC has standardizedhardware interfaces
thereis no suchacceptedstandardor the interfaceto sys-
tem software, despiteindustry efforts [19]. Our solution
is to de ne a set of idealized high-level interfacestai-

loredfor eachclassof device. OS vendorsthenneedim-

plementonly a single, small driver per device classthat
communicatesia the uni ed interface: this can be de-

velopedin-houseby developerswith intimate knowvledge
of the OS, and subjectedto appropriatequality-control
checks. By implementingthe uni ed interface,hardware
vendorsautomaticallysupportevery PC system. Further

more,they mayarbitrarily choosehow theimplementation
is divided betweerhardware and software, perhapsncor-

poratingmore functionality into highercost productsthat
includeadwancedeaturessuchasl/O processorf26].

Our uni ed device interfacesare basedon thoseprovided
by the Xen VMM which, aswe have previously demon-
strated[1], provideslow-overheadaccesd¢o commonde-
vice classes. The essentiafeaturesrequiredfor ef cient

data-pathcommunicatiorareto avoid datacopies,to pro-
vide back pressureto the datasource,andto usea e x-

ible and asynchronousoti cation primitive. Within our
architecturewe incorporatethese principles into device



channelslinking the uni ed interfacesexportedby device
driversto the operatingsystemsusing them. We provide
detailsof a softwareimplementatiorof device channelsn
Section5. However, we are carefulin our designnot to
excludethe possibility of a hardwareimplementation.

Concerngegardingthefeasibility of adoptingstandardized
device interfacesare very relevant, asacceptancés more
of a political problemthanatechnicalone. Our efforts to
datehave had a greatdeal of successn allowing a vari-
ety of networking andstoragedevicesto functionthrough
a commoninterfaceto Linux, NetBSD,andWindows XP.
We have focusedon theseclassesf device aswe believe
that network and disk arethe two mostcrucial device in-
terfacesin a sener ervironment. We do not presumethat
theinterfaceswe have identi ed arecompleteandexpect
themto evolve over time. However, experiencesofar has
shavn thatour modelis valid; othergroups(e.g.[27]) have
independentlyportednew devicesto our architecturewith
minimal effort.

While we believe thatuni ed interfacesprovide consider
ablebene t, we mustalsoacknavledgethatit is likely im-
possibleto effectively modelall devices:emeping devices
and special-purposeapplicationsmust be considered. In
thesesituations,we allow device accesgo be exposeddi-
rectly, andit is throughthis mechanismhat we address
video and sounddevices in our currentimplementation.
Notethatevenwhenwe donotuseauni ed virtualizedde-
vice interface,the architecturestill providesisolationand
safety This transitionalapproachallows our architectural
bene ts to be realizedin the shortterm, while we move
to focuson the challengingproblemsof soundandvideo
interfacesin thefuture.

It is additionally worth observingthat organizationscon-
tinue to move toward OS virtualization as a meansof
making betteruse of sener hardware. Uni ed interfaces
areparticularlyadwantageou#n avirtualizedervironment
wherethey canenabledevice sharing

An exampleof uni ed interfaces,legacy support,andde-
vice sharingwasshawn in Figure 1 in which two operat-
ing systemsand three device drivers all run on a single
machine. The two leftmost device drivers presenta uni-

ed interfacewhich “wraps' existing driver code. Using

thisinterfacemeanghatdevice driversmaybeindividually

scheduledsharedetweeroperatingsystemsandrestarted
in caseof error. The rightmostoperatingsystemcontains
alegagy driver; althoughthis preventsseparatescheduling
or sharing,the safehardwareinterfacecanstill be usedto

limit thedriver's privileges.

3.3 Control and Management

The nal concernaddressedby our architecturds that of
device control and con guration — an areathat hasbeen
particularlyneglectedduring the PC's evolution. Thelack
of standardizeglatform-widecontrolinterfaceshasled to

theimplementatiorof uniqueandproprietarycon guration
interfacesfor eachOS and device'. A signi cant disad-
vantageof this ad hoc approackis that systemadministra-
tors require additionaltraining for eachOS ervironment
andmachinesetupthatthey support,simply to understand
multiple different con guration interfacesthat ultimately
provide identicalfunctionality.

The transition of the PC platform into the sener room
meanghatmanageabilitys now moreimportantthanever.
The currentjumble of con gurationtoolsis inappropriate
for con guring and managingthe large-scaleclustersthat
arecommonin enterpriseervironments.Console-baseith-
terfaces,althoughsuitablefor con guring small numbers
of desktopmachinesarea majorhindrancevhencon gu-
rationchangesnustbe appliedto hundredf machinesat
atime. The growing problemof remotemanagemenis a
primary motivationfor the LinuxBIOS project[28].

This nal aspecbf our architecturdés handledby a device
manger — essentiallyan extensionto the systemBIOS
that providesa commonsetof managemeninterfacesfor
all devices. The device managetis responsibleor boot-
strappingisolateddevice drivers,announcinglevice avail-
ability to OSs,andexporting con gurationandcontrolin-
terfacesto eitheralocal OSor to aremotemanager

4 1/0O Spaces

Our safe hardware interface enforcesisolation of device
drivershby restrictingthe hardwareresourceshatthey can
accesswe call sucharestrictedernvironmentanl/O Space
To achieve this, we restrictacces9rivilegesto device I/O
registergwhethememory-mappedr accessedia explicit
I/O ports)andinterruptlines. Furthermorewhereit is pos-
siblewithin theconstraint®f existing hardware,we protect
agpinstdevice misbehaior by isolatingdevice-to-hostin-
teractionsFinally, we virtualizethe PC's hardwarecon g-
urationspaceallowing thesystencontrollerunfetteredac-
cesssothatit candetermineeachdevice's resourceswhile
restrictingeachdriver's view of thesystemsothatit cannot
seeresourceshatit cannotaccess.

4.1

Xenensuresnemoryisolationamongstiomainsby check-
ing the validity of address-spacapdates. Accessto a
memory-mappedhardware device is permittedby extend-
ing thesechecksto allow accesgo non-RAM pageframes
thatcontainmemory-mappedegistersbelongingto thede-
vice. Page-level protectionis sufcient to provideisolation
becauseegisterblocks belongingto differentdevicesare
corventionallyalignedon no lessthana pageboundary

In additionto memory-mapped/O, mary processofam-
ilies provide an explicit 1/0O-accesgrimitive. For exam-

I/O Registers

1somecommondevice classeslo enjoy aconsistentontrolinterface,
but eventhis consisteng is not carriedacrosdifferentOSs.



ple, the x86 architectureprovides a 16-hit I/O port space
to which accesamay be restrictedon a perport basis,as
speci edby anaccesditmapthatis interpretedoy the pro-
cessoron eachport-accesattempt. Xen usesthis hard-
ware protectionby rewriting the port-accesbitmapwhen
contet-switchingbetweerdomains.

4.2

Wheneer a device's interruptline is assertedt triggers
executionof a stub routine within Xen ratherthan caus-
ing immediateentryinto the domainthatis managingthat
device. In this way Xen retainstight control of the sys-
tem by schedulingexecutionof the domains interruptser
vice routine (ISR). Taking the interruptin Xen alsoallows
a timely acknavledgementresponseo the interruptcon-
troller (which is always managecy Xen) andallows the
necessargddress-spacavitchif adifferentdomainis cur-
rently executing. When the correctdomainis scheduled
it is delivered an asynchronougvent noti cation which
cause®xecutionof theappropriatdSR.

Xen noti es eachdomainof asynchronousvents,includ-
ing hardvwareinterrupts,via a general-purposmechanism
called eventchannels Eachdomaincan be allocatedup
to 1024 eventchannelseachof which comprises pair of
bit ags in amemorypagesharecetweerthedomainand
Xen. The rst ag is usedby Xento signalthataneventis
pending Whenan eventbecomegpendingXen schedules
an asynchronousipcall into the domain;if the domainis
blockedthenit is movedto therunqueue.Unnecessaryp-
callsareavoidedby triggeringa noti cation only whenan
event rst becomepending:furthersettingsof the ag are
thenignoreduntil afterit is clearedby thedomain.

The secondevent-channelag is usedby the domainto
maskthe event. No noti cation is triggeredwhenamasled
event becomespending: no asynchronousipcall occurs
anda blocked domainis not woken. By settingthe mask
beforeclearingthe pending ag, adomaincanpreventun-
necessarypcallsfor partially-handledeventsources.

To avoid unboundedeentrany, a level-triggeredinterrupt
line mustbe masledat theinterruptcontrolleruntil all rel-
evantdeviceshave beenserviced.After handlingan event
relatingto a level-triggerednterrupt,the domainmustcall
downinto Xen to unmaskthe interruptline. However, if
aninterruptline is not sharedoy multiple devicesthenXen
canusuallysafelyrecon gureit asedge-triggeringpbviat-
ing the needfor unmaskdowncalls.

When an interrupt line is sharedby multiple hardware
devices, Xen must delay unmaskingthe interrupt until a
downcall is recevved from every domainthatis managing
oneof the devices. Xen cannotguarantegerfectisolation
of adomainthatis allocateda sharednterrupt: if the do-
main never unmaskshe interruptthen otherdomainscan
be preventedfrom receving device noti cations. However,
sharednterruptsarerarein sener-classsystemsvhichtyp-

Interrupts

ically containlRQ-steeringand interrupt-controllercom-
ponentswith enoughpinsfor every device. The problemof
sharingis setto disappeacompletelywith theintroduction
of message-basenterruptsaspartof PCI Expresq29].

4.3 Device-to-HostInteractions

As well aspreventinga device driver from circumventing
its isolatedernvironment,we mustalsoprotectagainstpos-
siblemisbehaior of thehardwareitself, whetherdueto in-

herentdesign a ws or miscon gurationby the driver soft-

ware. Thetwo generaltypesof device-to-hostinteraction
that we mustconsiderare assertiorof interruptlines, and
accesse® hostmemoryspace.

Protectingagainstarbitraryinterruptassertions not a sig-
ni cant issuebecausegexcept for sharedinterrupt lines,
eachhardwaredevice hasits own separately-wiredonnec-
tion to the interrupt controller Thusit is physically im-
possiblefor a device to assertary interruptline otherthan
theonethatis assignedo it. FurthermoreXen retainsfull
controlover con gurationof theinterruptcontrollerandso
canguardagainstproblemssuchas’IRQ storms'thatcould
be causedy repeatedycling of adevice'sinterruptline.

The main “protectiongap' for devices, then, is that they
mayattempto accessrbitraryrangeof hostmemory For
example,althougha device driver is preventedfrom using
the CPU to write to a particularpageof systemmemory
(perhapshecausdhe pagedoesnot belongto the driver),
it may insteadprogramits hardware device to performa
DMA to the page. Unfortunatelythereis no goodmethod
for protectingagainstthis problemwith currenthardware

A full implementatiorof this aspecbf our designrequires
integrationof anIOMMU into the PC chipset— afeature
that is expectedto be includedin commodity chipsetsin

thevery nearfuture. Similar to the processos MMU, this

translateshe addressesequestediy a device into valid

host addresses.Inappropriatehost addressesire not ac-
cessibleto the device becausao mappingis con guredin

the IOMMU. In our design,Xen would be responsibldor

con guring the IOMMU in responséo requestgrom do-

mains.Therequiredvalidationchecksareidenticalto those
requiredfor the processos MMU; for example,to ensure
thattherequestinglomainownsthe pageframe,andthatit

is safeto permitarbitrarymodi cation of its contents.

4.4 Hardware Con guration

The PCI standardde nes a genericcon guration space
throughwhich PC hardwaredevicesaredetectedandcon-
gured. Xenrestrictseachdomains accesso this spaceso
thatit canreadandwrite registersbelongingonly to a de-
vicethatit owns. This senesadualpurposenotonly does
it prevent cross-con gurationof other domains' devices,
but it alsorestrictsthe domains view so that a hardware
probedetectonly devicesthatit is permittedto access.



Themethodof accesgo the con gurationspaces system-
dependentandthe mostcommonmethodsare potentially
unsafe(eitherprotected-mod®IOS calls, or a small I/O-

port “window' thatis sharedamongstall device spaces).

Domainsare thereforenot permitteddirect accesgo the
con guration space,but are forced to use a virtualized
interface provided by Xen. This hasthe adwantagethat
Xen canperformarbitraryvalidationandtranslationof ac-
cessrequests.For example,Xen disallons ary attemptto
changehebaseaddres®f anl/O-registerblock,asthenew
locationmaycon ict with otherdevices.

5 Device Channels

Althoughthe safehardwareinterfacecanbe con guredto
allow a guestOSto run its own device drivers,this misses
potentialimprovementsin reliability, maintainabilityand
manageability We thereforeprefer to run eachdevice
driver within anisolateddriver domain(IDD) which lim-
its theimpactof driver faults.

GuestOSs accesddevices via device channellinks with
IDDs. The channels a point-to-pointcommunicatiorink
throughwhich eachparty can asynchronouslhsendmes-
sagedo the other Channelsare establishedy usingthe
systemcontrollerto introducean IDD to a guestOS, and
vice versa. To facilitate this, the systemcontroller auto-
matically establishesn initial control channelwith each
domainthatit createsFigure2 showvs a guestOSrequest-
ing adatatransferthroughadevice channel.Theindividual
stepsinvolvedarediscussedaterin this section.

Xen itself hasno concretenotion of a control or device
channel.Messagesrecommunicatedia sharedmemory
pageghatareallocatedby the guestOS but aresimultane-
ouslymappednto theaddresspaceof the IDD or system
controller For this purpose Xen permitsrestrictedsharing
of memorypagesetweerdomains.

5.1 Sharing Memory

Thesharingmechanisnprovidedby Xendiffersfrom tradi-
tionalapplication-l@el sharednemoryin two key respects:
sharednappingsareasymmetri@ndtransitory Eachpage
of memoryis ownedby at mostone domainat ary time
and,with the assistancef Xen andthe systemcontroller
thatownermayforcereclamatiorof mappinggrom within
othermisbehaing domains.

To add a foreign mappingto its addressspace,a domain
mustpresenta valid grant refeenceto Xen in lieu of the
pagenumber A grantreferencecompriseghe identity of
thedomainthatis grantingmappingpermissionandanin-
dex into thatdomains privategranttable This tablecon-
tainstuplesof the form (grant D; P; R; U) which permit
domainD to mappageP into its addresspaceasserting
thebooleanag R restrictsD to read-onlymappings.The
ag U is written by Xen to indicatewhetherD currently

Guest Requests DMA:

1. Grant Reference for Page P2 placed on device channe
2. IDD removes GR

3. Sends pin request to Xen

Guest OS Isolated

1- A\ - - . Device Driver

2 V (IDD)
HENZN k4,

Active Gant Table

Device Device Device

4. Xen looks up GR in active grant table

5. GR walidated against Guest (if necessary)
6. Pinning is acknowledged to IDD

7. IDD sends DMA request to device

Figure2: Usingdevice channelo requesia datatransfer

mapsP (i.e.,whetherthegranttupleisin use.

WhenXenis presentedvith a grantreferencgA; G) by a
domainB, it rst searcheforindex G in domainA'sactive
grant table (AGT), a table only accessibldy Xen. If no
matchis found, Xen readsthe appropriatetuple from the
guests granttableandchecksthat T=grantandD =B, and
thatR=falseif B is requestingawritablemapping.Only if
thevalidationchecksaresuccessfulvill Xencopy thetuple
into the AGT andmarkthe granttupleasin use.

Xen tracksgrantreferencesy associatinga usagecount
with eachAGT entry Whena foreign mappingis created
with referencedo anexisting AGT entry, Xenincrementsts
count. The grantreferencecannotbereallocatedr reused
by the grantingdomainuntil the foreign domaindestrys
all mappingshatwerecreatedwith referencdo it.

5.2 Descriptor Rings

I/0 descriptorrings are used for asynchronoustrans-
fers betweena guestOS and an IDD. Ring updatesare
basedaroundtwo pairsof producerconsumeindexes:the
guestOS placesservicerequestonto the ring, adwvancing
a request-produceindex, while the IDD removes these
requestsfor handling, advancing an associatedequest-
consumerindex. Responseare queuedonto the same
ring asrequestsalbeit with the IDD asproducerandthe
guestOS as consumer A uniqueidenti er on eachre-
guest/responsallows reorderingf thelDD sodesires.

The guestOS and IDD usea sharedinter-domain event
channelto sendasynchronousoti cations of queuedde-
scriptors. An interrdomainevent channelis similar to the
interrupt-attached¢hannelsdescribedn Section4.2. The
main differencesarethat noti cations aretriggeredby the
domainattachedo the oppositeendof the channel(rather
thanXen), andthatthe channelis bidirectional eachend
may independentiyotify or maskthe other



We decouplethe productionof requestsor response®n
a descriptorring from the noti cation of the other party.
For example,in the caseof requestsa guestmay enqueue
multiple entriesbeforenotifying theIDD; in thecaseof re-
sponsesa guestcandeferdelivery of a noti cation event
by specifyinga thresholdnumberof responses.This al-
lows eachdomainto independentiypalancets latengy and
throughputequirements.

5.3 Data Transfer

Although storing I/0O datadirectly within ring descriptors
is a suitableapproachfor low-bandwidthdevices, it does
not scaleto high-performanceleviceswith DMA capabil-
ities. Whencommunicatingwith this classof device, data
buffers areinsteadallocatedout-of-bandby the guestOS
andindirectly referencedvithin I/O descriptors.

Whenprogramminga DMA transferdirectly to or from a
hardware device, the IDD must rst pin the databuffer.
As describedin Section5.1, we enforcedriver isolation
by requiringthe guestOS to passa grantreferencen lieu
of the buffer address:the IDD speci es this grantrefer
encewhenpinning the buffer. Xen appliesthe sameval-
idation rulesto pin requestsasit doesfor address-space
mappings. Theseinclude ensuringthat the memorypage
belongsto the correctdomain,andthatit isn't attempting
to circumvent memory-managemerchecks(for example,
by requestingdevice transferdirectlyinto its pagetables).

Returningto the examplein Figure 2, the guests data-
transferrequesincludesa grantreferenceGR for a buffer

pageP,. Therequesis dequeuedby the IDD which sends
a pin request,incorporatingGR, to Xen. Xen readsthe

appropriatetuple from the guests granttable,checksthat
P, belonggto theguestandcopiesthetupleinto the AGT.

ThelDD recevestheaddres®f P, in thepin responseand
thenprogramghedevice's DMA engine.

On systemswith protectionsupportin the chipset(Sec-
tion 4.3),pinningwouldtriggerallocationof anentryin the
IOMMU. Thisis theonly modi cation requiredto enforce
safeDMA. Moreover, this modi cation affectsonly Xen:

the IDDs are unavare of the presenceof an IOMMU (in

eithercasepin requestseturna busaddresshroughwhich
thedevice candirectly accesshe guestbuffer).

5.4 Device Sharing

SinceXencansimultaneousiyostmary guestOSsit is es-
sentialto considelissuesarisingfrom device sharing.The
control mechanismdgor managingdevice channelsnatu-
rally supportmultiple channelso the samelDD. We de-
scribebelov how our block-device andnetwork IDDs sup-
portmultiplexing of servicerequestdrom differentclients.

Within our block-device driver we servicebatcesof re-
questdfrom competingguestsn asimpleround-robirfash-
ion; thesearethenpassedo a standarcelevator scheduler

before reachingthe disc controller This balancesgood

throughputwith reasonablyfair access.We take a similar

approachor network transmissionywherewe implementa

credit-basedchedulerllowing eachdevice channelto be

allocateda bandwidthshareof the form x bytesevery y

microsecondsWhenchoosinga packetto queuefor trans-
mission,we round-robinscheduleamongsgll thechannels
thathave sufcient credit.

A sharedhigh-performanceetwork-receve pathrequires
carefuldesignbecausewithout demultipling pacletsin
hardware [30], it is not possibleto DMA directly into a
guest-supplieduffer. Insteadof copying the paclet into
a guestbuffer after performingdemultiplexing, we instead
exchange owneshipof the pagecontainingthe paclet with
an unusedpage provided by the guestOS. This avoids
copying butrequireghelDD to queugpage-sizethuffersat
the network interface. Whena pacletis receved, the IDD
immediatelychecksits demultipleing rulesto determine
the destinationrchannel- if the guesthasno pagesqueued
to receve the paclet, it is dropped.

6 Starting and Restarting IDDs

Responsibilityfor device managemenesideswith thesys-
tem controller: a small privilegedmanagemeniternelthat
is loadedfrom rmw are whenthe systemboots. During
bootstrapthe device manageprobesdevice hardwareand
createanIDD, loadedwith theappropriatariver, for each
detecteddevice. The controller's ongoingresponsibilities
include perguestdevice con guration, managingsetupof
device channelsproviding interfacesfor hardwarecon g-
uration,andreactingto driver failure.

There are several ways in which the controller may de-
terminethat a driver hasfailed: for example,it may re-
ceive noti cation from Xen thatthe IDD hascrashedpr a
wedgedDD mayfail to unpinguestbufferswithin aspec-
i ed timeperiod. Thesubsequentecovery phaseds greatly
simpli ed by the componentizedlesignof our I/O archi-
tecture:thesharedstateassociateavith adevice channels
smallandwell-de ned; andIDD-internalstateis “soft' and
thereforemaysimply bereinitializedwhenit restarts.

The recorery phasecomprisesseveral stages. First, the
controllerdestrgs the offendingIDD andreplacest with
afreshly-initializedinstance. Thecontrollerthensignalsto
connectedjuestOSsthatthe DD hasrestartedeachguest
is thenresponsibldor connectingtself to the new device
channel.At this point, the guestmay alsoreissuerequests
thatmayhave beenaffectedby thefailure(i.e., outstanding
requestgor which no responséhasbeenreceved). Note
thatin the caseof moresophisticatedstateful” devicesin
maybein additionnecessaryo resetthedevice to aknown
statesoasto ensurghatall resourcesirereleasedgndthat
all reissuedequestsactasif idempotent.
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Figure3: Application-Level Benchmarks(L=L-SMP, I0-S=10-Space)

7 Evaluation

In this sectionwe begin by evaluatingtheimpactof ouriso-
lation mechanism®n realistic applicationworkloadsus-
ing industrystandardenchmarksuchasPostmarkSPEC
WEB99 and OSDB. We next investicate the overheadof

usingthe safehardwareinterfaceon network anddisk sys-
tems,and nally we provoke a seriesof device-driver fail-

uresandmeasuresystemavailability duringrecovery.

All experimentswere performedon a Dell PaverEdge
2650dual processof3.06Ghzintel Xeonsener with 1GB
of RAM, two BroadcomTigon 3 Gigabit Ethernetetwork
cards,andan AdaptecAlC-7899Ultral60SCSlcontroller
with two Fujitsu MAP3735NC 73GB 10K RPM SCSI
disks. Linux version2.4.26and RedHat9.0 Linux were
usedthroughout,installedon an ext3 le-system. Identi-
cal device driver sourcecodefrom Linux 2.4.26is usedin
all experimentsallowing usto measureonly performance
variationscausedy varyingthel/O systemcon guration.

We comparethe performancef our IDD prototypeagainst
a numberof other con gurations, using a vanilla Linux
2.4.26 SMP kernelasour baseling(L-SMP). To establish
the overheadof implementingprotectedhardware access
we measurea versionof Xen/Linux containingdisk and
network driversthataccesghe hardwarevia the protected
interface(IO-Space ). We alsoevaluatethe performance
of our full-blown architectureusing IDDs for eachof the
network anddisk devices,communicatingvith aninstance
of Xen/Linux using device-channel/O interfaces(IDD).
EachIDD andXen/Linux instancerunsin its own isolated
Xendomainon a separatghysical CPU.

7.1 Application-Level Benchmarks

We subjectedbur testsystemdo a batteryof application-
level benchmarksheresultsof whicharedisplayedn Fig-
ure3. Our rst benchmarkmeasuretheelapsedimeto do
a completebuild of the default con guration of a Linux
kerneltreestoredon thelocal ext3 le system.Thekernel

compile performsa moderateamountof disk I/O aswell
asspendindgimein the OSkernelfor processandmemory
managementwhich typically introducessomeadditional
overheadwhen performedinside a virtual machine. The
resultsshav thatthe /O Spacevirtualizedhardwareinter-
faceincursa penaltyof around7%, whereashe full IDD
architectureexhibits a 9% overhead.

Postmarkisa le systenbenchmarldevelopedoy Network
Appliancewhich emulategsheworkloadof amail sener. It
initially createsa setof les with varying sizes(2000 les
with sizesrangingfrom 500Bto 1MB) andthenperformsa
numberof transactiong10000in our con guration). Each
transactiorcomprisesa variety of operationsncluding le
creation,deletion,and appending-write.During eachrun
over 7GB of datais transferredo andfrom the disk. The
additional overheadincurred by I/O Spacesand the full
IDD architecturearejust 1% and5% respectiely.

OSDB-OIOP is an OpenSourcedatabasédenchmarkthat
we usein conjunctionwith PostgreSQL7.3.2. The bench-
mark createsand populatesa databaseand then both
queriesandupdateguplesin the databaseAs the default
datasetf 40MB ts entirelyinto the buffer cachewe cre-
ated a datasetcontainingone million tuplesper relation,
resultingin a400MB databaseWe investicatethe surpris-
ingly highresultachievedby IDD in Section7.3.

httperf-0.8 was usedto generaterequeststo an Apache
2.0.40sener to retrieve a single 64kB staticHTML docu-
ment. The benchmarkvascon guredto maintaina single
outstandingHTTP requestthus effectively measuringhe
responsdime of the sener. The resultingnetwork band-
width generatedby the seneris around200Mb/s. Thel/O
Spaceaesultexposegheoverheadf virtualizinginterrupts
in this lateng-sensitve scenarioin which thereis no op-
portunity to amortisethe overheadby pipelining requests.
Communicatingvith the IDD via the device channeinter-
facecompoundghe effect by requiringa signi cant num-
berof inter-domainnoti cations. Despitethis, theresponse
timeis within 19% of thatachiezed by native L-SMP,



TCP MTU 1500 TCP MTU 552

X RX X RX
L-SMP | 897 897 808 808
I/O Space| 897 (0%) 898(0%)  718(-11%) 769 (-5%)
IDD 897 (0%) 898(0%)  778(-3%) 663 (-18%)

Table2: ttcp: Bandwidthin Mb/s

SPECWEB99is a comple application-l@el benchmark
for evaluatingweb senersandthe systemghathostthem.
Theworkloadis a complex mix of pagerequests30%re-
quire dynamiccontentgeneration, 16% are HTTP POST
operationsand 0.5% executea CGI script. As the sener
runsit generatesccesandPOSTIogs, sothe disk work-
loadis not solely read-only During the measuremerye-
riod thereis upto 200Mb/sof TCPnetwork traf c andcon-
siderabledisk read-writeactivity on a 2.7GBdataset.Un-
derthis demandingvorkloadwe nd thatthe overheadof
I/0 Spacesandevenfull device driverisolationto be mini-
mal: just 1% and2% respectiely.

7.2 Network performance

We evaluatedthe network performanceof our testcon g-
urationsby using ttcp to measureTCP throughputover
Gigabit Ethernetto a secondhost running L-SMP. Both
hostswere con gured with a soclet buffer sizeof 128KB
asthisis recommendegracticefor Gigabit networks. We
repeatedheexperimentusingtwo differentMTU sizesthe
default EthernetMTU of 1500bytes,anda smallerMTU
of 552 bytes.Thelatterwaspickedasit is commonlyused
by dial-up PPPclients,andputssigni cantly higherstress
onthel/O systemdueto the higherpaclet ratesgenerated
(190,000paclketsa seconcat 800Mb/s).

Usinga1500byteMTU all con gurationsachieve within a
few percenbf themaximumthroughpubf theGigabit Eth-
ernetcard(Table2). The552byte MTU providesa more
demandingtest, exposing the different perpaclket CPU
overheaddetweerthe con gurations. The virtualizedin-
terruptdispatchusedby I/O Spacesncursan overheadof
11% on transmitand 5% on receve. Hencesafecontrol
of interruptdispatchanddevice accessanbe achiesed at
reasonableostevenunderhighload.

7.3 Disk performance

Unlike networking, disk I/O typically doesnot impose
a signi cant strain on the CPU becauseadatais typically
transferredn largerunitsandwith lessperoperationover-
head. We performedexperimentsusingdd to repeatedly
write andthenreada 4 GB le to andfrom the sameext3
le system(Table3). Readperformancaes nearlyidentical
in all casesbut attemptso measurevrite performanceare
hamperedlueto anoscillatorybehaiour of theLinux 2.4
memorysystemwhendoingbulk writes. This leadsto our
IDD con gurationsactuallyoutperformingstandard_inux

write
47.36
46.74(-1%)
58.47 (+23%)

‘ read
L-SMP 66.01
I/O Space| 65.78(-0%)
IDD 65.16(-1%)

Table3: dd: Bandwidthin MB/s
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Figure4: Effect of driver restarton pacletarrivals.

astheextra stageof queueingprovidedby the device chan-
nelinterfaceleadsto morestablethroughput.

7.4 Device Driver Recovery

In thesetestswe pravoked our network driver to perform
anillegal memoryaccessandthenmeasuredhe effect on
systemperformance.In this scenariodetectionof the de-
vice driver failure is immediate,unlike internal deadlock
orin nite loopingwheretherewill beadetectiordelayde-
pendenbn systemtimeouts.

To testdriver recovery we causedan external machineto

sendequally-spaceghing requestdo our testsystemat a
rate of 200 pacletsper second.Figure4 shaws the inter-

arrival latenciesof thesepacletsat aguestOSaswe inject
a failure into the network driver domainat 10-secondn-

tenals. During the recovery period after eachfailure we

recordednetwork outagesof around275ms. Most of this

time is spentexecutingthe device driver's mediadetection
routineswhile determiningthelink status.

8 Conclusion

The safe hardware interface usedby Xen placesdrivers
in isolatedvirtual machinesallowing the useof existing
driver codein enterprisecomputingernvironmentswhere
dependabilityis paramount. Furthermorea single driver
implementationmay be instantiatedonceyet sharedby a
numberof OSsacrossacommoninterface.

Althoughthe hardwarerequiredto fully enableour 1/O ar
chitectureis not yet available,we currentlysupportnearly
all of therequiredfeatureqa notableexceptionbeingpro-
tectionagainsterroneoudDMA). We achieve surprisingly



good performance—eerheads generallylessthana few
percent—andestartabilitycan be achiezed within a few
hundredmilliseconds. Furthermore we believe that our
implementatiorcannaturallyincorporateandbene t from
emeqging hardwaresupportfor protection.
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