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Abstract
TheXenvirtual machinemonitorallowsmultipleoperating
systemsto executeconcurrentlyon commodityx86 hard-
ware,providing asolutionfor serverconsolidationandutil-
ity computing. In our initial design,Xen itself contained
device-driver codeandprovidedsafesharedvirtual device
access.In this paperwe presentour new SafeHardware
Interface, an isolation architectureusedwithin the latest
releaseof Xen which allows unmodi�ed device driversto
besharedacrossisolatedoperatingsysteminstances,while
protectingindividualOSs,andthesystemasawhole,from
driver failure.

1 Intr oduction

We have recentlydevelopedXen [1], anx86-basedvirtual
machinemanagerspeci�cally targeting two utility-based
computingenvironments:

1. organizationalcompute/datacenters,where a large
clusterof physicalmachinesmaybesharedacrossdif-
ferentadministrativeunits;and

2. global-scale compute utilities, such as our own
XenoServers [2] initiative, in which completelyun-
relatedcustomersmay leasea set of distributed re-
sourcesto deploy their own services.

In bothof thesesituations,Xen mustprovide reliableexe-
cutionof OSinstances,hardisolation,andaccountingand
managementfor theunderlyingphysicalresources.

This paperfocuseson our work addressingdependability
oncommodityhardwareby isolatingdevicedrivercodeyet
retainingthe ability to sharedevicesacrossOS instances.
Devicedriversarewell known to beamajorsourceof bugs
andsystemfailures,andthe sharingof devicesraisesthe
stakesof driver dependabilitydrastically. Thewidevariety
of hardwareavailablefor PCsandthedesireto sharedevice
accesshasled us to an architecturein which we execute
unmodi�ed device driversin isolated“driver domains”:in
essence,driver-speci�c virtual machines.
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To achieve this robustly, we have developeda SafeHard-
ware Interface which allows the containmentof practi-
cally all driver failuresby limiting the driver's accessto
the speci�c hardware resources(memory, interrupts,and
I/O ports)necessaryfor its operation. Our model,which
placesdevice driversin separatevirtual OSinstances,pro-
videstwo principalbene�ts: First,driversareisolatedfrom
the restof the system;they may crashor be intentionally
restartedwith minimal impacton runningOSes.Second,a
uni�ed interfaceto eachdriver meansthat driversmay be
safelysharedacrossmany OSesat once,and that only a
singlelow-level driver implementationis requiredto sup-
portdifferentparavirtualizedoperatingsystems.

While generalapproachesto partitioning and protecting
systemsfor reliability have beenexplored over the past
thirty years,they often dependon speci�c hardwaresup-
port [3], or areunconcernedwith enterprise-classperfor-
manceanddependability[4, 5]. Our work addressesthe
problemof ensuringthereliability of shareddevicedrivers
for enterpriseserviceson the PC architecturewithout re-
quiringspecializedhardwaresupport.

2 RelatedWork

ThecurrentPCI/O architecturepresentsamultifacetedset
of challengingproblems.This sectionattemptsto summa-
rize thegreatbreadthof previouswork thathasattempted
to tackleindividualaspectsof theproblem.Wehavedrawn
onmany of theseeffortsin ourown research.Therearetwo
broadclassesof work relatedto ourown. First is a largeset
of efforts both in systemssoftwareandhardwaredevelop-
menttoward safeisolation. Secondareattemptsto better
structuretheinterfacesbetweendevicesandtheirsoftware,
andtheOSsandapplicationsthey interactwith.

2.1 SafeIsolation

Researchershave long beenconcernedwith the inclusion
of extensioncodein operatingsystems.Extensibleoper-
atingsystems[6, 7] exploreda broadrangeof approaches



to supportthe incorporationof foreign,possiblyuntrusted
codein anexisting OS.Swift et al [4] leveragetheexperi-
encesof extensibility, particularlythat of interposition,to
improve thereliability of Linux devicedrivers.While their
workclaimsanimprovementin systemreliability it demon-
stratestherisk of a narrow focus: their approachsacri�ces
performancedrasticallyin an attemptto add dependabil-
ity without modifying the existing OS.By addressingthe
larger architecturalproblemand not �xating on a single
OS instance,we provide higherperformanceandsolve a
broadersetof issues,while still remainingcompatiblewith
existingsystems.

Our implementation,presentedin Section4, usesa virtu-
alizationlayerto achieve isolationbetweendriversandthe
OS(or OSs)thatusethem. Providing a low-level systems
layer that is principally responsiblefor managingdevices
wasinitially exploredin Nemesis[8] andtheExokernel[9].
Ourwork re�nes theseapproachesby applyingthemto ex-
isting systems.Additionally, Whitaker et al [10] speculate
asto thepotentialusesof a virtualizedapproachto system
composition,drawing stronglyonearlymicrokernelefforts
in Mach[11] amongothers[12,13]. Ourwork representsa
realizationof theseideas,demonstratingthat isolationcan
beprovidedwith asurprisinglylow performanceoverhead.

Commercialofferingsfor virtualization,suchasVMware
ESX Server [14], allow separateOSs to sharedevices.
While we have previously demonstrated[1] that our ap-
proachto virtualizationprovideshigherperformance,this
work moves to focus speci�cally on additionalconcerns
suchas driver dependability;our implementationis now
notonly fasterbutalsoaccommodatesastrictlyhigherlevel
of driverdependability.

Several research efforts have investigated hardware-
assistedapproachesto providing isolationon the PC plat-
form. The Recovery-OrientedComputing [15] project,
whosegoalsare similar to our own, have usedhardware
for systemdiagnostics[16], but deferto `standardmecha-
nisms' for isolation. Intel's SoftSDV [17], which is a de-
velopmentenvironmentfor operatingsystemssupporting
theIA-64 instructionset,usesPCI risercardsto proxy I/O
requests.While their concernis in mappingdevice inter-
ruptsandDMA into thesimulated64-bit environment,the
sameapproachcould be usedto provide device isolation.
Intel hasalsoannouncedthattheirnew LaGrandearchitec-
ture[18] will protectmemoryfrom deviceDMA.

2.2 Better Interfaces

Our goal of providing more rigid OS–device interfaces
is hardly new. Most notably, corporateefforts such as
UDI [19] have attemptedto do just this. Therearetwo key
limitationsof UDI thatwe directly address.Firstly, we en-
forceisolationwhereasUDI-compliantdriversstill execute
in thesameprotectiondomainastheoperatingsystem,and
thusthereis no mitigationof therisksposedby erroneous
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Figure1: Designof thesafehardwaremodel.

drivers. Secondly, our externalperspective avoids the trap
to which vendorconsortiumssuchasUDI often fall vic-
tim: thatof `interfaceunioning'. Ratherthanproviding the
aggregate interfacepresentin all existing drivers,we set-
tle on a narrower, idealizedinterface. While we provide
mechanismsto directly (andsafely)exposethe hardware
shouldour interfacebetooconstrictive,wehave not found
this to beaproblemin ourexperienceswith a largenumber
of network andstoragedevices—mostrelevant for server-
classmachines—andseveralOSs.

Novel OSarchitectureshave long struggledwith a lack of
device driver support. The vast numberof available de-
viceshascompoundedthis problem,makingthe adoption
of an existing driver interfaceattractive for �edgling sys-
tems.MicrokernelsystemssuchasFluke [20] andL4 [21]
have investigatedwrappingLinux device drivers in cus-
tomizedinterfaces[22, 23]. Although thestructureof our
architectureis not entirelyunlike a microkernel,our intent
is to solve the driver interfaceissuefor all operatingsys-
temson the PC architecture,ratherthanmake a small set
of existingdriverswork for asingleexperimentalOS.

Perhapsmost closely relatedto our work are recentat-
temptsby researchersto usea microkernelapproachto al-
low the reuseof unmodi�ed device drivers within newer
operatingsystems[24, 25]. Wearelessconcernedwith us-
ing legacy drivers in modernoperatingsystemsthanwith
providing sharedaccessto isolateddevicedrivers.

3 Design

Thissectionpresentsthehigh-level designissuesthathave
driven our work. We begin by discussingthe issuesin-
volved in achieving isolation betweenvirtualized OS in-
stances,device driver code,andphysical devices. In the
secondhalf of thissection,wegoonto discussdesigncon-
cernsfor uni�ed interfaces.

As illustratedby Figure1, ourarchitecturecomprisesthree
parts.Firstly, we introduceI/O Spaceswhich arrangethat
devicesperformtheirwork in isolationfrom therestof the



Requirement1: Dri ver Isolation
Memory: executein logical fault domain
CPU: scheduleto preventexcessiveconsumption
Privilege: limit accessto instructionset
Requirement2: Dri ver ! Device Isolation
I/O Registers: restrictaccessto permittedranges
Interrupts: allow to mask/receiveonly device's interrupt
Requirement3: Device Isolation
Memory: preventDMA to arbitraryhostmemory
OtherDevices: preventaccessto arbitraryotherdevices

Table1: Requirementsfor SafeHardware

system.This increasesreliability by restrictingthepossible
harmin�icted by devicefaults.Secondly, wede�ne asetof
per-classuni�ed interfacesthatareimplementedby all de-
vicesof a particulartype. This providesdriver portability,
avoidingtheneedto reimplementidenticalfunctionalityfor
a rangeof differentOSinterfaces.Finally, ourdeviceman-
agerprovidesa consistentcontrol and managementinter-
facefor all devices,simplifying systemcon�guration and
diagnosisandtreatmentof deviceproblems.

3.1 Isolation

Onereasonfor the catastrophiceffect of driver failure on
systemstability is the total lack of isolationthat pervades
device interactionsoncommoditysystems.Theissuesthat
mustbeaddressedto achieve full isolationareoutlinedin
Table1. Theconcernsaredividedinto threerequirements:
isolatingtheexecutionof driver codefrom othersoftware
components,ensuringthatdriversmayonly accessthede-
vice they manage,andenforcingsafedevicebehavior.

Previousattemptsat driver isolation[4] have placeddriver
codein a separatelogical fault domain,essentiallyprovid-
ing virtual memoryprotectionbetweenthe driver andthe
restof thesystem.However, this is only a partialsolution
as it primarily protectsmemory; a logical isolation layer
mustbeusedto provide isolationof schedulingandaccess
to privilegedinstructions.

Theimplementationthatwepresentin Section4 usesavir-
tual machinemonitor (VMM) to achieve therequiredlog-
ical isolationbetweendriver andOScode,asidenti�ed by
Requirement1 in Table1. By trackingandretainingfull
control of eachdriver's CPU andmemoryuse,the VMM
provides isolationguaranteesanalogousto an OS and its
applicationprocesses.For example,if a faulty driver at-
temptsto write to a memorylocationoutsideits heap,the
damageis containedto the VM that the driver is execut-
ing within. Furthermore,by containingdriver andOS in
an isolatedvirtual machine,misbehaving drivers may be
restartedwith aminimal impacton therestof thesystem.

The completeisolationof device accessis a fundamental
problemon the x86 architecture,which providesno spe-
ci�c hardwaresupportto limit accessto speci�c devices,or

to limit device accessto systemmemory. Over thecourse
of our designandimplementation,we have developedthe
notion of an I/O Spaceto describethe underlyingmecha-
nismrequiredto achieve completeisolation.An I/O Space
is a vertical protectiondomainthat canbe assigneda set
of physicalresourcesfor a speci�c device anddriver inter-
action,includingmemory, device registers,andinterrupts.
The intent of an I/O Spaceis to make the setof accesses
betweena driver (or ideally even a speci�c client) and a
physicaldevicea �rst-classentityon thesystem.

A completerealizationof our I/O Spaceswould require
chipsetsupport,in that they would addressthe concerns
outlined in Requirement3 above. Providing protection
against malicious or erroneousdevice DMA, and arbi-
trating device accessto sharedbusessimply cannotbe
achievedwithouthardwaresupport.

However, as the implementationthat we presentin Sec-
tion 4 usesvirtualization,we have beenableto addressthe
physical isolationproblemsof host-to-device access,Re-
quirement2 above, by implementingwithin theVMM the
I/O-Spacefunctionality of a next-generationchipset. We
believe thattheisolationwe have achievedis thestrongest
possiblewithout hardware modi�cations. Although our
currentimplementationcannotprotectagainst unsafede-
viceDMA, wedescribetheminormodi�cationsthatwould
be necessaryto take advantageof a safeDMA controller.
Emerging hardware research[16, 17, 18] indicatesthat
thesehardware improvementsmay soonbe incorporated
into thePCplatform.

3.2 Uni�ed Interfaces

Although the PC has standardizedhardware interfaces
thereis no suchacceptedstandardfor the interfaceto sys-
tem software, despiteindustry efforts [19]. Our solution
is to de�ne a set of idealized high-level interfacestai-
lored for eachclassof device. OS vendorsthenneedim-
plementonly a single, small driver per device classthat
communicatesvia the uni�ed interface: this can be de-
velopedin-houseby developerswith intimateknowledge
of the OS, and subjectedto appropriatequality-control
checks. By implementingthe uni�ed interface,hardware
vendorsautomaticallysupportevery PC system.Further-
more,they mayarbitrarily choosehow theimplementation
is divided betweenhardwareandsoftware,perhapsincor-
poratingmorefunctionality into higher-costproductsthat
includeadvancedfeaturessuchasI/O processors[26].

Our uni�ed device interfacesarebasedon thoseprovided
by the Xen VMM which, as we have previously demon-
strated[1], provides low-overheadaccessto commonde-
vice classes.The essentialfeaturesrequiredfor ef�cient
data-pathcommunicationareto avoid datacopies,to pro-
vide back pressureto the datasource,and to usea �e x-
ible and asynchronousnoti�cation primitive. Within our
architecturewe incorporatetheseprinciples into device



channels, linking theuni�ed interfacesexportedby device
drivers to the operatingsystemsusing them. We provide
detailsof a softwareimplementationof device channelsin
Section5. However, we are careful in our designnot to
excludethepossibilityof ahardwareimplementation.

Concernsregardingthefeasibilityof adoptingstandardized
device interfacesarevery relevant, asacceptanceis more
of a political problemthana technicalone. Our efforts to
datehave had a greatdeal of successin allowing a vari-
ety of networking andstoragedevicesto function through
a commoninterfaceto Linux, NetBSD,andWindows XP.
We have focusedon theseclassesof device aswe believe
that network anddisk arethe two mostcrucial device in-
terfacesin a server environment. We do not presumethat
the interfaceswe have identi�ed arecomplete,andexpect
themto evolve over time. However, experienceso far has
shown thatourmodelis valid; othergroups(e.g.[27]) have
independentlyportednew devicesto our architecturewith
minimaleffort.

While we believe thatuni�ed interfacesprovide consider-
ablebene�t, wemustalsoacknowledgethatit is likely im-
possibleto effectively modelall devices:emergingdevices
and special-purposeapplicationsmust be considered. In
thesesituations,we allow device accessto beexposeddi-
rectly, and it is throughthis mechanismthat we address
video and sounddevices in our current implementation.
Notethatevenwhenwedonotuseauni�ed virtualizedde-
vice interface,the architecturestill providesisolationand
safety. This transitionalapproachallows our architectural
bene�ts to be realizedin the short term, while we move
to focuson the challengingproblemsof soundandvideo
interfacesin thefuture.

It is additionallyworth observingthat organizationscon-
tinue to move toward OS virtualization as a meansof
makingbetteruseof server hardware. Uni�ed interfaces
areparticularlyadvantageousin a virtualizedenvironment
wherethey canenabledevicesharing.

An exampleof uni�ed interfaces,legacy support,andde-
vice sharingwasshown in Figure1 in which two operat-
ing systemsand threedevice drivers all run on a single
machine. The two leftmost device drivers presenta uni-
�ed interfacewhich `wraps' existing driver code. Using
this interfacemeansthatdevicedriversmaybeindividually
scheduled,sharedbetweenoperatingsystems,andrestarted
in caseof error. The rightmostoperatingsystemcontains
a legacy driver; althoughthis preventsseparatescheduling
or sharing,thesafehardwareinterfacecanstill beusedto
limit thedriver's privileges.

3.3 Control and Management

The �nal concernaddressedby our architectureis that of
device control andcon�guration — an areathat hasbeen
particularlyneglectedduringthePC's evolution. The lack
of standardizedplatform-widecontrol interfaceshasled to

theimplementationof uniqueandproprietarycon�guration
interfacesfor eachOS and device1. A signi�cant disad-
vantageof this adhocapproachis thatsystemadministra-
tors requireadditional training for eachOS environment
andmachinesetupthat they support,simply to understand
multiple different con�guration interfacesthat ultimately
provide identicalfunctionality.

The transition of the PC platform into the server room
meansthatmanageabilityis now moreimportantthanever.
The currentjumble of con�guration tools is inappropriate
for con�guring andmanagingthe large-scaleclustersthat
arecommonin enterpriseenvironments.Console-basedin-
terfaces,althoughsuitablefor con�guring small numbers
of desktopmachines,area majorhindrancewhencon�gu-
rationchangesmustbeappliedto hundredsof machinesat
a time. The growing problemof remotemanagementis a
primarymotivationfor theLinuxBIOSproject[28].

This �nal aspectof our architectureis handledby a device
manager — essentiallyan extensionto the systemBIOS
that providesa commonsetof managementinterfacesfor
all devices. The device manageris responsiblefor boot-
strappingisolateddevice drivers,announcingdevice avail-
ability to OSs,andexportingcon�gurationandcontrol in-
terfacesto eithera localOSor to a remotemanager.

4 I/O Spaces

Our safehardware interfaceenforcesisolation of device
driversby restrictingthehardwareresourcesthat they can
access:wecall sucharestrictedenvironmentanI/O Space.
To achieve this, we restrictaccessprivilegesto device I/O
registers(whethermemory-mappedor accessedvia explicit
I/O ports)andinterruptlines.Furthermore,whereit is pos-
siblewithin theconstraintsof existinghardware,weprotect
againstdevice misbehavior by isolatingdevice-to-hostin-
teractions.Finally, wevirtualizethePC'shardwarecon�g-
urationspace, allowing thesystemcontrollerunfetteredac-
cesssothatit candetermineeachdevice's resources,while
restrictingeachdriver'sview of thesystemsothatit cannot
seeresourcesthatit cannotaccess.

4.1 I/O Registers

Xenensuresmemoryisolationamongstdomainsby check-
ing the validity of address-spaceupdates. Accessto a
memory-mappedhardwaredevice is permittedby extend-
ing thesechecksto allow accessto non-RAM pageframes
thatcontainmemory-mappedregistersbelongingto thede-
vice. Page-level protectionis suf�cient to provide isolation
becauseregisterblocksbelongingto differentdevicesare
conventionallyalignedonno lessthanapageboundary.

In additionto memory-mappedI/O, many processorfam-
ilies provide an explicit I/O-accessprimitive. For exam-

1Somecommondeviceclassesdoenjoy aconsistentcontrolinterface,
but eventhisconsistency is not carriedacrossdifferentOSs.



ple, the x86 architectureprovidesa 16-bit I/O port space
to which accessmay be restrictedon a per-port basis,as
speci�edby anaccessbitmapthatis interpretedby thepro-
cessoron eachport-accessattempt. Xen usesthis hard-
wareprotectionby rewriting the port-accessbitmapwhen
context-switchingbetweendomains.

4.2 Interrupts

Whenever a device's interrupt line is assertedit triggers
executionof a stub routine within Xen ratherthan caus-
ing immediateentry into thedomainthat is managingthat
device. In this way Xen retainstight control of the sys-
temby schedulingexecutionof thedomain's interruptser-
vice routine(ISR).Takingtheinterruptin Xen alsoallows
a timely acknowledgementresponseto the interruptcon-
troller (which is alwaysmanagedby Xen) andallows the
necessaryaddress-spaceswitchif adifferentdomainis cur-
rently executing. When the correctdomainis scheduled
it is delivered an asynchronousevent noti�cation which
causesexecutionof theappropriateISR.

Xen noti�es eachdomainof asynchronousevents,includ-
ing hardwareinterrupts,via a general-purposemechanism
called event channels. Eachdomaincan be allocatedup
to 1024eventchannels,eachof which comprisesa pair of
bit �ags in amemorypagesharedbetweenthedomainand
Xen. The�rst �ag is usedby Xen to signalthataneventis
pending. WhenaneventbecomespendingXen schedules
an asynchronousupcall into the domain; if the domainis
blockedthenit is movedto therunqueue.Unnecessaryup-
callsareavoidedby triggeringa noti�cation only whenan
event�rst becomespending:furthersettingsof the�ag are
thenignoreduntil afterit is clearedby thedomain.

The secondevent-channel�ag is usedby the domain to
masktheevent.No noti�cation is triggeredwhenamasked
event becomespending: no asynchronousupcall occurs
anda blocked domainis not woken. By settingthe mask
beforeclearingthepending�ag, a domaincanpreventun-
necessaryupcallsfor partially-handledeventsources.

To avoid unboundedreentrancy, a level-triggeredinterrupt
line mustbemaskedat theinterruptcontrolleruntil all rel-
evantdeviceshave beenserviced.After handlinganevent
relatingto a level-triggeredinterrupt,thedomainmustcall
downinto Xen to unmaskthe interrupt line. However, if
aninterruptline is notsharedby multipledevicesthenXen
canusuallysafelyrecon�gureit asedge-triggering,obviat-
ing theneedfor unmaskdowncalls.

When an interrupt line is sharedby multiple hardware
devices, Xen must delay unmaskingthe interrupt until a
downcall is received from every domainthat is managing
oneof thedevices.Xen cannotguaranteeperfectisolation
of a domainthat is allocateda sharedinterrupt: if thedo-
main never unmasksthe interruptthenotherdomainscan
bepreventedfrom receiving devicenoti�cations. However,
sharedinterruptsarerarein server-classsystemswhichtyp-

ically containIRQ-steeringand interrupt-controllercom-
ponentswith enoughpinsfor everydevice. Theproblemof
sharingis setto disappearcompletelywith theintroduction
of message-basedinterruptsaspartof PCIExpress[29].

4.3 Device-to-HostInteractions

As well aspreventinga device driver from circumventing
its isolatedenvironment,we mustalsoprotectagainstpos-
siblemisbehavior of thehardwareitself, whetherdueto in-
herentdesign�a ws or miscon�gurationby thedriver soft-
ware. The two generaltypesof device-to-hostinteraction
that we mustconsiderareassertionof interruptlines,and
accessesto hostmemoryspace.

Protectingagainstarbitraryinterruptassertionis not a sig-
ni�cant issuebecause,except for sharedinterrupt lines,
eachhardwaredevicehasits own separately-wiredconnec-
tion to the interrupt controller. Thus it is physically im-
possiblefor a device to assertany interruptline otherthan
theonethatis assignedto it. Furthermore,Xen retainsfull
controlovercon�gurationof theinterruptcontrollerandso
canguardagainstproblemssuchas`IRQ storms'thatcould
becausedby repeatedcycling of adevice's interruptline.

The main `protectiongap' for devices, then, is that they
mayattemptto accessarbitraryrangesof hostmemory. For
example,althougha device driver is preventedfrom using
the CPU to write to a particularpageof systemmemory
(perhapsbecausethe pagedoesnot belongto the driver),
it may insteadprogramits hardware device to perform a
DMA to thepage.Unfortunatelythereis no goodmethod
for protectingagainstthisproblemwith currenthardware

A full implementationof this aspectof our designrequires
integrationof anIOMMU into thePCchipset— a feature
that is expectedto be includedin commoditychipsetsin
thevery nearfuture. Similar to theprocessor's MMU, this
translatesthe addressesrequestedby a device into valid
host addresses.Inappropriatehost addressesare not ac-
cessibleto thedevice becauseno mappingis con�gured in
the IOMMU. In our design,Xen would beresponsiblefor
con�guring the IOMMU in responseto requestsfrom do-
mains.Therequiredvalidationchecksareidenticalto those
requiredfor theprocessor's MMU; for example,to ensure
thattherequestingdomainownsthepageframe,andthatit
is safeto permitarbitrarymodi�cation of its contents.

4.4 HardwareCon�guration

The PCI standardde�nes a genericcon�guration space
throughwhich PChardwaredevicesaredetectedandcon-
�gured. Xenrestrictseachdomain'saccessto thisspaceso
that it canreadandwrite registersbelongingonly to a de-
vice thatit owns.Thisservesadualpurpose:notonly does
it prevent cross-con�gurationof other domains' devices,
but it also restrictsthe domain's view so that a hardware
probedetectsonly devicesthatit is permittedto access.



Themethodof accessto thecon�gurationspaceis system-
dependent,andthemostcommonmethodsarepotentially
unsafe(eitherprotected-modeBIOS calls,or a small I/O-
port `window' that is sharedamongstall device spaces).
Domainsare thereforenot permitteddirect accessto the
con�guration space,but are forced to use a virtualized
interfaceprovided by Xen. This has the advantagethat
Xen canperformarbitraryvalidationandtranslationof ac-
cessrequests.For example,Xen disallows any attemptto
changethebaseaddressof anI/O-registerblock,asthenew
locationmaycon�ict with otherdevices.

5 DeviceChannels

Althoughthesafehardwareinterfacecanbecon�gured to
allow a guestOSto run its own device drivers,this misses
potential improvementsin reliability, maintainabilityand
manageability. We thereforeprefer to run eachdevice
driver within an isolateddriver domain(IDD) which lim-
its theimpactof driver faults.

GuestOSsaccessdevices via device channel links with
IDDs. Thechannelis a point-to-pointcommunicationlink
throughwhich eachparty can asynchronouslysendmes-
sagesto the other. Channelsareestablishedby usingthe
systemcontrollerto introducean IDD to a guestOS,and
vice versa. To facilitate this, the systemcontroller auto-
matically establishesan initial control channelwith each
domainthat it creates.Figure2 shows a guestOSrequest-
ing adatatransferthroughadevicechannel.Theindividual
stepsinvolvedarediscussedlaterin this section.

Xen itself hasno concretenotion of a control or device
channel.Messagesarecommunicatedvia sharedmemory
pagesthatareallocatedby theguestOSbut aresimultane-
ouslymappedinto theaddressspaceof theIDD or system
controller. For thispurpose,Xenpermitsrestrictedsharing
of memorypagesbetweendomains.

5.1 Sharing Memory

ThesharingmechanismprovidedbyXendiffersfromtradi-
tionalapplication-level sharedmemoryin two key respects:
sharedmappingsareasymmetricandtransitory. Eachpage
of memoryis ownedby at mostonedomainat any time
and,with theassistanceof Xen andthesystemcontroller,
thatownermayforcereclamationof mappingsfrom within
othermisbehaving domains.

To adda foreign mappingto its addressspace,a domain
mustpresenta valid grant referenceto Xen in lieu of the
pagenumber. A grantreferencecomprisesthe identity of
thedomainthatis grantingmappingpermission,andanin-
dex into thatdomain's privategrant table. This tablecon-
tains tuplesof the form (grant; D ; P; R; U) which permit
domainD to mappageP into its addressspace;asserting
theboolean�ag R restrictsD to read-onlymappings.The
�ag U is written by Xen to indicatewhetherD currently
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Figure2: Usingdevicechannelto requestadatatransfer.

mapsP (i.e.,whetherthegranttupleis in use).

WhenXen is presentedwith a grantreference(A; G) by a
domainB , it �rst searchesfor index G in domainA'sactive
grant table (AGT), a tableonly accessibleby Xen. If no
matchis found, Xen readsthe appropriatetuple from the
guest'sgranttableandchecksthatT=grantandD=B , and
thatR=falseif B is requestingawritablemapping.Only if
thevalidationchecksaresuccessfulwill Xencopy thetuple
into theAGT andmarkthegranttupleasin use.

Xen tracksgrant referencesby associatinga usagecount
with eachAGT entry. Whena foreignmappingis created
with referenceto anexistingAGT entry, Xenincrementsits
count.Thegrantreferencecannotbereallocatedor reused
by the grantingdomainuntil the foreign domaindestroys
all mappingsthatwerecreatedwith referenceto it.

5.2 Descriptor Rings

I/O descriptor rings are used for asynchronoustrans-
fers betweena guestOS and an IDD. Ring updatesare
basedaroundtwo pairsof producer-consumerindexes: the
guestOS placesservicerequestsonto the ring, advancing
a request-producerindex, while the IDD removes these
requestsfor handling, advancing an associatedrequest-
consumerindex. Responsesare queuedonto the same
ring asrequests,albeit with the IDD asproducerandthe
guestOS as consumer. A unique identi�er on eachre-
quest/responseallows reorderingif theIDD sodesires.

The guestOS and IDD usea sharedinter-domainevent
channelto sendasynchronousnoti�cations of queuedde-
scriptors. An inter-domainevent channelis similar to the
interrupt-attachedchannelsdescribedin Section4.2. The
maindifferencesarethatnoti�cations aretriggeredby the
domainattachedto theoppositeendof thechannel(rather
thanXen), andthat thechannelis bidirectional: eachend
mayindependentlynotify or masktheother.



We decouplethe productionof requestsor responseson
a descriptorring from the noti�cation of the other party.
For example,in thecaseof requests,a guestmayenqueue
multipleentriesbeforenotifying theIDD; in thecaseof re-
sponses,a guestcandeferdelivery of a noti�cation event
by specifyinga thresholdnumberof responses.This al-
lows eachdomainto independentlybalanceits latency and
throughputrequirements.

5.3 Data Transfer

Although storingI/O datadirectly within ring descriptors
is a suitableapproachfor low-bandwidthdevices, it does
not scaleto high-performancedeviceswith DMA capabil-
ities. Whencommunicatingwith this classof device, data
buffers are insteadallocatedout-of-bandby the guestOS
andindirectly referencedwithin I/O descriptors.

Whenprogramminga DMA transferdirectly to or from a
hardware device, the IDD must �rst pin the databuffer.
As describedin Section5.1, we enforcedriver isolation
by requiringtheguestOSto passa grantreferencein lieu
of the buffer address:the IDD speci�es this grant refer-
encewhenpinning the buffer. Xen appliesthe sameval-
idation rules to pin requestsas it doesfor address-space
mappings.Theseincludeensuringthat the memorypage
belongsto the correctdomain,andthat it isn't attempting
to circumvent memory-managementchecks(for example,
by requestingadevicetransferdirectlyinto its pagetables).

Returningto the example in Figure 2, the guest's data-
transferrequestincludesa grantreferenceGRfor a buffer
pageP2. Therequestis dequeuedby theIDD which sends
a pin request,incorporatingGR, to Xen. Xen readsthe
appropriatetuple from the guest's granttable,checksthat
P2 belongsto theguest,andcopiesthetupleinto theAGT.
TheIDD receivestheaddressof P2 in thepin response,and
thenprogramsthedevice's DMA engine.

On systemswith protectionsupportin the chipset(Sec-
tion 4.3),pinningwouldtriggerallocationof anentryin the
IOMMU. This is theonly modi�cation requiredto enforce
safeDMA. Moreover, this modi�cation affectsonly Xen:
the IDDs areunawareof the presenceof an IOMMU (in
eithercasepin requestsreturnabusaddressthroughwhich
thedevicecandirectlyaccesstheguestbuffer).

5.4 DeviceSharing

SinceXencansimultaneouslyhostmany guestOSsit is es-
sentialto considerissuesarisingfrom device sharing.The
control mechanismsfor managingdevice channelsnatu-
rally supportmultiple channelsto the sameIDD. We de-
scribebelow how ourblock-deviceandnetwork IDDs sup-
portmultiplexing of servicerequestsfrom differentclients.

Within our block-device driver we servicebatchesof re-
questsfrom competingguestsin asimpleround-robinfash-
ion; thesearethenpassedto a standardelevatorscheduler

before reachingthe disc controller. This balancesgood
throughputwith reasonablyfair access.We take a similar
approachfor network transmission,wherewe implementa
credit-basedschedulerallowing eachdevice channelto be
allocateda bandwidthshareof the form x bytesevery y
microseconds.Whenchoosinga packet to queuefor trans-
mission,weround-robinscheduleamongstall thechannels
thathave suf�cient credit.

A sharedhigh-performancenetwork-receive pathrequires
carefuldesignbecause,without demultiplexing packetsin
hardware [30], it is not possibleto DMA directly into a
guest-suppliedbuffer. Insteadof copying the packet into
a guestbuffer afterperformingdemultiplexing, we instead
exchangeownershipof thepagecontainingthepacketwith
an unusedpageprovided by the guestOS. This avoids
copying but requirestheIDD to queuepage-sizedbuffersat
thenetwork interface.Whena packet is received,theIDD
immediatelychecksits demultiplexing rules to determine
thedestinationchannel– if theguesthasno pagesqueued
to receive thepacket, it is dropped.

6 Starting and Restarting IDDs

Responsibilityfor devicemanagementresideswith thesys-
temcontroller: a smallprivilegedmanagementkernelthat
is loadedfrom �rmw arewhen the systemboots. During
bootstrap,thedevice managerprobesdevice hardwareand
createsanIDD, loadedwith theappropriatedriver, for each
detecteddevice. The controller's ongoingresponsibilities
includeper-guestdevice con�guration,managingsetupof
device channels,providing interfacesfor hardwarecon�g-
uration,andreactingto driver failure.

Thereare several ways in which the controller may de-
terminethat a driver hasfailed: for example, it may re-
ceive noti�cation from Xen that theIDD hascrashed,or a
wedgedIDD mayfail to unpinguestbufferswithin aspec-
i�ed timeperiod.Thesubsequentrecoveryphaseis greatly
simpli�ed by the componentizeddesignof our I/O archi-
tecture:thesharedstateassociatedwith adevicechannelis
smallandwell-de�ned; andIDD-internalstateis `soft' and
thereforemaysimplybereinitializedwhenit restarts.

The recovery phasecomprisesseveral stages. First, the
controllerdestroys theoffendingIDD andreplacesit with
a freshly-initializedinstance.Thecontrollerthensignalsto
connectedguestOSsthattheIDD hasrestarted;eachguest
is thenresponsiblefor connectingitself to thenew device
channel.At this point, theguestmayalsoreissuerequests
thatmayhavebeenaffectedby thefailure(i.e.,outstanding
requestsfor which no responsehasbeenreceived). Note
that in thecaseof moresophisticated“stateful” devicesin
maybein additionnecessaryto resetthedeviceto aknown
statesoasto ensurethatall resourcesarereleasedandthat
all reissuedrequestsactasif idempotent.
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Figure3: Application-Level Benchmarks.(L=L-SMP, IO-S=IO-Space)

7 Evaluation

In thissectionwebegin by evaluatingtheimpactof ouriso-
lation mechanismson realistic applicationworkloadsus-
ing industrystandardbenchmarkssuchasPostmark,SPEC
WEB99 and OSDB. We next investigate the overheadof
usingthesafehardwareinterfaceon network anddisk sys-
tems,and�nally we provoke a seriesof device-driver fail-
uresandmeasuresystemavailability duringrecovery.

All experimentswere performedon a Dell PowerEdge
2650dualprocessor3.06GhzIntel Xeonserver with 1GB
of RAM, two BroadcomTigon3 GigabitEthernetnetwork
cards,andanAdaptecAIC-7899Ultra160SCSIcontroller
with two Fujitsu MAP3735NC 73GB 10K RPM SCSI
disks. Linux version2.4.26and RedHat9.0 Linux were
usedthroughout,installedon an ext3 �le-system. Identi-
cal device driver sourcecodefrom Linux 2.4.26is usedin
all experiments,allowing us to measureonly performance
variationscausedby varyingtheI/O systemcon�guration.

Wecomparetheperformanceof our IDD prototypeagainst
a numberof other con�gurations, using a vanilla Linux
2.4.26SMP kernelasour baseline(L-SMP). To establish
the overheadof implementingprotectedhardware access
we measurea versionof Xen/Linux containingdisk and
network driversthataccessthehardwarevia theprotected
interface(IO-Space ). We alsoevaluatetheperformance
of our full-blown architectureusingIDDs for eachof the
network anddiskdevices,communicatingwith aninstance
of Xen/Linux using device-channelI/O interfaces(IDD).
EachIDD andXen/Linux instancerunsin its own isolated
XendomainonaseparatephysicalCPU.

7.1 Application-Level Benchmarks

We subjectedour testsystemsto a batteryof application-
level benchmarks,theresultsof whicharedisplayedin Fig-
ure3. Our �rst benchmarkmeasurestheelapsedtimeto do
a completebuild of the default con�guration of a Linux
kerneltreestoredon thelocal ext3 �le system.Thekernel

compileperformsa moderateamountof disk I/O aswell
asspendingtime in theOSkernelfor processandmemory
management,which typically introducessomeadditional
overheadwhen performedinside a virtual machine. The
resultsshow that theI/O Spacevirtualizedhardwareinter-
faceincursa penaltyof around7%, whereasthe full IDD
architectureexhibitsa9%overhead.

Postmarkis a�le systembenchmarkdevelopedbyNetwork
Appliancewhichemulatestheworkloadof amail server. It
initially createsa setof �les with varyingsizes(2000�les
with sizesrangingfrom 500Bto 1MB) andthenperformsa
numberof transactions(10000in our con�guration). Each
transactioncomprisesa varietyof operationsincluding�le
creation,deletion,andappending-write.During eachrun
over 7GB of datais transferredto andfrom thedisk. The
additionaloverheadincurredby I/O Spacesand the full
IDD architecturearejust1%and5%respectively.

OSDB-OLTP is an OpenSourcedatabasebenchmarkthat
we usein conjunctionwith PostgreSQL7.3.2.Thebench-
mark createsand populatesa databaseand then both
queriesandupdatestuplesin thedatabase.As thedefault
datasetof 40MB �ts entirelyinto thebuffer cache,we cre-
ateda datasetcontainingone million tuplesper relation,
resultingin a 400MB database.We investigatethesurpris-
ingly high resultachievedby IDD in Section7.3.

httperf-0.8 was usedto generaterequeststo an Apache
2.0.40server to retrieve a single64kB staticHTML docu-
ment.Thebenchmarkwascon�gured to maintaina single
outstandingHTTP request,thuseffectively measuringthe
responsetime of the server. The resultingnetwork band-
width generatedby theserver is around200Mb/s.TheI/O
Spaceresultexposestheoverheadof virtualizing interrupts
in this latency-sensitive scenarioin which thereis no op-
portunity to amortisetheoverheadby pipelining requests.
Communicatingwith theIDD via thedevicechannelinter-
facecompoundstheeffect by requiringa signi�cant num-
berof inter-domainnoti�cations. Despitethis,theresponse
time is within 19%of thatachievedby native L-SMP.



TCP MTU 1500 TCP MTU 552
TX RX TX RX

L-SMP 897 897 808 808
I/O Space 897 (0%) 898 (0%) 718 (-11%) 769 (-5%)
IDD 897 (0%) 898 (0%) 778 (-3%) 663 (-18%)

Table2: ttcp: Bandwidthin Mb/s

SPECWEB99is a complex application-level benchmark
for evaluatingwebserversandthesystemsthathostthem.
Theworkloadis a complex mix of pagerequests:30%re-
quire dynamiccontentgeneration,16% areHTTP POST
operationsand0.5% executea CGI script. As the server
runsit generatesaccessandPOSTlogs,so thedisk work-
load is not solely read-only. During the measurementpe-
riod thereis upto 200Mb/sof TCPnetwork traf�c andcon-
siderabledisk read-writeactivity on a 2.7GBdataset.Un-
der this demandingworkloadwe �nd that theoverheadof
I/O Spacesandevenfull devicedriver isolationto bemini-
mal: just1%and2%respectively.

7.2 Network performance

We evaluatedthe network performanceof our testcon�g-
urationsby using ttcp to measureTCP throughputover
Gigabit Ethernetto a secondhost running L-SMP. Both
hostswerecon�gured with a socket buffer sizeof 128KB
asthis is recommendedpracticefor Gigabit networks. We
repeatedtheexperimentusingtwo differentMTU sizes,the
default EthernetMTU of 1500bytes,anda smallerMTU
of 552bytes.Thelatterwaspickedasit is commonlyused
by dial-upPPPclients,andputssigni�cantly higherstress
on theI/O systemdueto thehigherpacket ratesgenerated
(190,000packetsasecondat800Mb/s).

Usinga1500byteMTU all con�gurationsachievewithin a
few percentof themaximumthroughputof theGigabitEth-
ernetcard(Table2). The552byteMTU providesa more
demandingtest, exposing the different per-packet CPU
overheadsbetweenthecon�gurations. Thevirtualizedin-
terruptdispatchusedby I/O Spacesincursanoverheadof
11% on transmitand5% on receive. Hencesafecontrol
of interruptdispatchanddevice accesscanbeachievedat
reasonablecostevenunderhigh load.

7.3 Disk performance

Unlike networking, disk I/O typically does not impose
a signi�cant strain on the CPU becausedatais typically
transferredin largerunitsandwith lessper-operationover-
head. We performedexperimentsusing dd to repeatedly
write andthenreada 4 GB �le to andfrom thesameext3
�le system(Table3). Readperformanceis nearlyidentical
in all cases,but attemptsto measurewrite performanceare
hampereddueto anoscillatorybehaviour of theLinux 2.4
memorysystemwhendoingbulk writes. This leadsto our
IDD con�gurationsactuallyoutperformingstandardLinux

read write

L-SMP 66.01 47.36
I/O Space 65.78(-0%) 46.74(-1%)
IDD 65.16(-1%) 58.47(+23%)

Table3: dd: Bandwidthin MB/s
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Figure4: Effectof driver restartonpacket arrivals.

astheextrastageof queueingprovidedby thedevicechan-
nel interfaceleadsto morestablethroughput.

7.4 DeviceDri ver Recovery

In thesetestswe provoked our network driver to perform
anillegal memoryaccess,andthenmeasuredtheeffect on
systemperformance.In this scenariodetectionof the de-
vice driver failure is immediate,unlike internaldeadlock
or in�nite loopingwheretherewill beadetectiondelayde-
pendentonsystemtimeouts.

To testdriver recovery we causedan externalmachineto
sendequally-spacedping requeststo our testsystemat a
rateof 200 packetsper second.Figure4 shows the inter-
arrival latenciesof thesepacketsat a guestOSaswe inject
a failure into the network driver domainat 10-secondin-
tervals. During the recovery periodafter eachfailure we
recordednetwork outagesof around275ms. Most of this
time is spentexecutingthedevice driver's mediadetection
routineswhile determiningthelink status.

8 Conclusion

The safe hardware interface usedby Xen placesdrivers
in isolatedvirtual machines,allowing the useof existing
driver code in enterprisecomputingenvironmentswhere
dependabilityis paramount.Furthermore,a singledriver
implementationmay be instantiatedonceyet sharedby a
numberof OSsacrossacommoninterface.

Althoughthehardwarerequiredto fully enableour I/O ar-
chitectureis not yet available,we currentlysupportnearly
all of therequiredfeatures(a notableexceptionbeingpro-
tectionagainsterroneousDMA). We achieve surprisingly



goodperformance—overheadis generallylessthana few
percent—andrestartabilitycan be achieved within a few
hundredmilliseconds. Furthermore,we believe that our
implementationcannaturallyincorporateandbene�t from
emerginghardwaresupportfor protection.
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